MongoDB Atlas Free + Google Cloud Run

CS351 | lllustrated student setup and database-management guide

Understand the two separate services before starting. MongoDB Atlas is your database hosting provider.
When you select Google Cloud in Atlas, MongoDB provisions and manages the database on Google Cloud
infrastructure controlled by MongoDB - not in your own Google Cloud project. You manage this database
entirely through your MongoDB Atlas account; the Atlas Free cluster does not use your Google Cloud credits or
require a Google Cloud login.

Separately, you will log into your own Google Cloud account to deploy a Node.js/Express web application on
Cloud Run. The application connects to Atlas using a MongoDB connection URI. Eligible Google Cloud
educational credits can cover Cloud Run charges, subject to program rules.

Outcome: A free Atlas cluster, a CustomerDB database, a customers collection, a manually inserted document, a
secure Node.js connection URI, and temporary network access for development.

Security: Some original demonstration screenshots contained credentials. Sensitive portions are obscured in this
handout. Never publish database passwords or .env files. Reset any password previously shown in a screenshot.
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1| Sign in and create a separate Atlas project

Go to MongoDB Atlas registration. Sign up or sign in. From the project selector, click View all Projects, then

create a new project for your work. The example project is CS351_GreweDemo.

A project organizes Atlas clusters, users, and network settings. It is not the same as a Google Cloud project.
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The project selector includes View all Projects.

2 | Start a new cluster

In the empty project overview, click the large green Create button.
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https://www.mongodb.com/cloud/atlas/register
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4
An empty Atlas project prompts you to create a cluster.

>
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3| Choose the truly free tier

On Deploy your cluster, choose the card labeled Free ($0/hour). Do not select M10 ($0.08/hour) or Flex (paid).

The Free option shown in this interface provides 512 MB of storage.

Keep Automate security setup checked. Leave Preload sample dataset unchecked for this exercise.
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Use a template below or set up advanced configuration options. You can also edit these configuration options once the cluster is created.

O M0 Q Flex

$0.08/hour From $0.011/hour

Up to $30/month

Dedicated cluster for development

environments and low-traffic applications.

For development and testing, with on-demand
burst capacity for unpredictable traffic.

o —

&

= 2 A

-

O Free

For learning and exploring MongoDB in a cloud
environment.

~

STORAGE RAM vCPU MAX CONN. STORAGE RAM vCPU MAX CONN. STORAGE RAM vCPU MAX CONN.
0GB 26GB 2vCPUs 1500 5GB Shared  Shared 500 512 MB Shared  Shared 500
Compare features v Compare features v \_ Compare features v )
A
Configurations Quick setup Pricing
Name Automate security setup €
You cannot change the name once the cluster is $0/hour

created. O Preload sample dataset €@

[ Cluster0

l 1l do this later |

Free forever! Your free cluster is ideal for
experimenting in a limited sandbox. You can
upgrade to a production cluster anytime.

(
Go to Advanced Configuration ‘ Create Deployment

(u] X
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The current Atlas interface distinguishes paid M10 and Flex from Free.

4 | Select Google Cloud and region

Give the cluster a name, for example CS351DemoCustomers. Select Google Cloud as provider and lowa

(us-centrall) as region. Using the same region for Cloud Run later can reduce latency.

Verify the Pricing panel still reads $0/hour; click Create Deployment.
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Free, Google Cloud, us-centrall, and the deployment button.
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5| Save database credentials

Atlas automatic security setup adds your current public IP address and creates a database user. Save the
username and password securely; optionally download the .env file. Never commit the .env file to GitHub.

Important: the demonstration password appeared in a screenshot. Change it under Security > Database &
Network Access > Database Users > Edit > Edit Password before using the database. For an application,
prefer a separate user with readWrite access to CustomerDB rather than broad atlasAdmin privileges.

Click Choose a connection method.
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Connect to CS351DemoCustomers

Set up connection security Choose a connection method Connect

@ 1. Connection IP address added

Your current IP address (35.132.118.100) has been added for local connectivity. Only an IP address you add to your
Access List will be able to connect you to your project's clusters. Add more later in Network Access® .

@ 2_Database user eraated
created for this project. This user has Atlas Admin role access. You can add
e,
user credentials

Username

lynnegrewe_db_user #a copy

Password

ZDdaoB9VqUBO9PFV “a Copy

Download .env file (Optional)
Do not commit this file to version control. Store it securely.

L Download .env file

Choose a connection method

Atlas automatically creates a database user and offers an .env download. Credentials obscured.

6 | Choose the Node.js application connection

Select the first option, Drivers and Client Libraries. This is the only connection-method choice required for the
Node.js/Express application.

Other options: Compass is an optional desktop database GUI; Shell is a command-line interface; MongoDB for
VS Code is an optional editor extension; Atlas SQL and Al Tools are not needed. Manual document management
is available in Atlas Data Explorer, outside this dialog.
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Connect to CS351DemoCustomers

@

Set up connection security Choose a connection method Connect

D
S

Connect to your application

Drivers and Client Libraries
Connect using MongoDB drivers (e.g. Nodejs, Go) o popular libraries (e.g. Mongoose, Prisma)

Develop with Al Tools
Connect to MongoDB from your agentic Al tools, assistants, and platforms

Access your data through tools

Atlas SQL  NEW
Easily connect SQL tools to Atlas for data analysis and visualization. Atlas SQL now supports direct
connections to dedicated clusters!

Compass
Explore, modify, and visualize your data with MongoDB’s GUI

shell
Quickly add & update data using MongoDB’s Javascript command-line interface

MongoDB for Vs Code
Work with your data in MongoDB directly from your VS Code environment

Select Drivers and Client Libraries for Express.
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7| Copy the MongoDB connection URI

Set Language = JavaScript and Client Library = Node.js Driver. Use Configure connection string and copy
the URI. Installation instructions shows how to install the driver. Leave network compression and Legacy URI
String disabled for this exercise.

A URI has the general form nongodb+srv: // USERNAME: <db_passwor d>@CLUSTER- HOST/ . Replace the
placeholder with your actual password in secure application configuration; URL-encode special characters when
required. Do not share a completed URI containing credentials.

The official driver is installed using npm i nstal | nobngodb. Mongoose is an optional higher-level alternative.
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Set up connection security Choose a connection method Connect

Connecting with MongoDB Client Library
Language Client Library
Javascript v ‘ Node.js Driver

The official library for connecting to MongoDB and performing CRUD,
any Node.js application. Node.js Driver installation instructions &

Configure connection string Installation instructions

COMPRESSION

O Enable network compression
Reduce MongoDB network traffic by compressing messages between your application and cluster. Some
compressors may require additional driver dependencies. Click here®  for more information.

USE THIS CONNECTION STRING IN YOUR APPLICATION

(B showPassword () Legacy URIString @

mongodb+srv://lynnegrewe_db_user: @
<db_password>@cs351democustomers. fapazkd .mongodb. net /

Replace <db_password> with the password for the lynnegrewe_db_user database user. Ensure any option
params are URL encoded ® .

RESOURCES

Node.js Quick Start @ Node,js Starter Sample App@

Troubleshoot Connections & Access your Database Users &

Node.js Driver connection settings and connection-string copy control.

8 | Open Data Explorer

Close the connection dialog and choose Data Explorer from the Atlas sidebar. This browser-based interface lets
you create databases, collections, and documents and inspect changes made by Express.

An empty cluster shows a Create database button. Click it; do not load sample data.
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Looks like your cluster is empty

Create database or load sample data to your cluster to
quickly get started experimenting with data in MongoDB.

Create database Load sample data

Alert System Status: All Good

©2026 MongoDB, Inc. Status Terms Privacy AtlasBlog Contact Sales

Empty Data Explorer showing Create database.

CS351 | MongoDB Atlas Free student guide



9 | Create CustomerDB and customers

Set Database Name = CustomerDB and Collection Name = customers. Leave Time-Series, Custom Collation,
and Clustered Collection unchecked.

Time-Series is for timestamped measurements; Custom Collation changes string-comparison rules; Clustered
Collection changes document storage organization. None is needed here. Click Create Database.
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Create Database

Database Name.

‘ CustomerDB

Collection Name

(v

O Time-Series

Time-series ons efficiently store overa period
of time. Learn More @

v Additional preferences (c.g. Custom collation, Clustered collections)

O use Custom Collation

Collation allows users to specify language-specific rules for string comparison,
such as rules for lettercase and accent marks. Learn More &

O Clustered Collection

Clustered collections store documents ordered by a user-defined cluster
key. Learn More &

Cancel Create Database

Create Database form with the recommended names and defaults.

10 | Insert a customer document

In CustomerDB > customers, click + ADD DATA > Insert Document. The editor starts with an automatically
generated _i d of type Objectld. Keep it and add fields, separating entries with commas.

CS351 | MongoDB Atlas Free student guide
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Insert Document

To collection CustomerDB.customers

O view =

_id: ObjectId('6ad2ba8937b6897e86585¢e7c")

Cancel ‘ Insert

The Insert Document editor starts with a generated Objectld.
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11 | Add fields and save

Enter fields such as nane: "Lynne" andenail: "l ynne. grewe@sueast bay. edu". The editor uses a
MongoDB-friendly document syntax. Leave the generated _id unchanged. Click Insert.
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Insert Document
To collection CustomerDB.customers.

@ view =

PNE
ectId(" 6ad2ba8937h6897e86585¢7c ), B

cancel | (ISR

Example customer document ready to insert.

12 | Inspect, edit, query, and delete

The Documents tab should now show 1 document. Hover over a document to reveal editing controls. Use Edit to
change name or add a city field; save the change. Use the document delete control to remove records when

appropriate.

To filter records, type a query such as{ nane: "Lynne" } inthe query bar and click Find. The same collection
can later be read and modified by Express.
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— & ocsssibemosustomers B customers
= Data Explorer o -

0 CS351DemoCustomers > CustomerDB > customers # Viewmonitoring | | 41| Visualize Your Data
H {} My Queries
@ DataModeling Documents 1 Aggregations  Schema  Indexes 1 Validation
B clusters ) 2 —

o~ Type a query: { field: 'value' } or Generate query 4 Explain v || Reset m Options »

a

Search clusters ‘

& suix +) (% exporreont)

+ 8 csasiDemoCustomers
~ @ Customerd _id: ObjectId('6ad2bag937b6897e86585e7c")

@8 customers name: "Lynne"

email: "lynne.grewegcsueastbay.edu”

Alert System Status: All Good
©2026 MongoDB, Inc. Status Terms Privacy AtlasBlog Contact Sales

D

-
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+

One saved customer record in Data Explorer.
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13 | Locate database users and network access

Under Security > Database & Network Access, the Database Users area manages usernames, passwords,
and roles. It does not control allowed source IPs.

To rotate a password, open the user, click Edit, and use Edit Password. Create an application-specific user with
the least privilege necessary.
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Edit User: lynnegrewe_db_user@admin

Update a database user to grant an application or user access to databases and collections in your clusters in this Atlas
project. Granular access control can be configured with default privileges or custom roles. You can grant access to an Atlas
project or organization using the corresponding Access Manager (4

Authentication Method
. Federated Auth
P rd Certificat AWS 1AM (]
asswo crifeare (MongoDB 7.0 and up)

MongoDB uses SCRAM as its default authentication method.

Password Authentication

Edit Password

User Description

Add an optional description to your user.

Database User Privileges

Configure role based access control by assigning database user a mix of one built-in role, multiple custom roles, and multiple specific
privileges. A user will gain access to all actions within the roles assigned to them, not just the actions those roles share in common. You
must choose at least one role or privilege. Learn more about roles.

Built-in Role 1SELECTED Vv
Select one built-in role for this user.

Custom Roles v
Select your pre-defined custom role(s). Create a custem role in the Custom Roles (' tab.

Database user editor and left-side navigation to IP Access List.

14 | Open the IP Access List

In the left sidebar, under NETWORK ACCESS, click IP Access List. Atlas initially lists the IP address added
during automatic setup. Click + ADD IP ADDRESS to allow another source.

CS351 | MongoDB Atlas Free student guide
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o " . oRGANIZATION ProsECT _
Database &Network... 5 Cs351_GreweDemo v o = =
- DATABASE ACCESS -
batabeso Usors IP Access List
s
)
NETWORK ACCESS - @ Younwill only be able to connect to your cluster from the following st of IP Addresses:
=]
) 1PAccess List )
8 1P Address Comment status Actions
peering —
35132.18100/32 (includes your current IP address) Created as part of the Auto Setup process e Active / eoit || § DELETE
Private Endpoint
Advanced
Alert System Status: All Good
-~ ©2026 MonaoDB. Inc._Status_Terms _Privacy_Atlas Blog  Contact Sales
\ttpsi// ) d2b79ad309cfa52fb494b0 ity/ k/acces..

The original IP Access List contains only the setup computer address.
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15 | Choose individual IPs or temporary anywhere access

Preferred for coworkers: Add each coworker's stable public IPv4 address with a / 32 suffix. For example,
203. 0. 113. 25/ 32. If their public IP changes, update the entry. Everyone still needs valid MongoDB database
credentials and privileges.

Temporary Cloud Run testing: Enter 0. 0. 0. 0/ 0 to permit connection attempts from any IPv4 address. Add a
comment such as "temporarily open to all". Enable the temporary entry checkbox. Use 1 hour for a quick test or
6 hours for a lab. Click Confirm.

Security warning: 0.0.0.0/0 exposes the endpoint to internet-wide connection attempts. Authentication remains
required, but stolen credentials or weak passwords could permit unauthorized access. Never leave this rule
indefinitely enabled.

Expiration: Atlas automatically deletes the temporary rule when time runs out. Your data remains, but later Cloud
Run connections may fail until a new permitted entry is added. For ongoing deployments, configure Cloud Run
static outbound IPs and allowlist those addresses.
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Add IP Access List Entry

@ This access list entry potentially allows access to all IPv4 addresses.

Atlas only allows client connections to BJoluster from entries in the project’s IP
Access List. Each entry should either be a single IP address or a CIDR-notated
range of addresses. Learn more @

Access List Entry: ‘ 0.0.0.0/0

c t ‘ ily open to all

@) s ontry s tomporary and will be deloted in ‘ Shours v ‘

e=

Temporary 0.0.0.0/0 rule with six-hour expiration.
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16 | Connect the Node.js/Express application

Install the driver in your Node.js project: npm i nstal | nongodb. Store the full connection URI in the
MONGODB_URI  environment variable, not in source code. In Cloud Run, use Secret Manager to supply the URI
securely.

Minimal server-side example:

const { Mongodient } = require("nongodb");
const client = new MongoC ient (process. env. MONGODB_URI ) ;

async function getCustomers() {
await client.connect();
return client.db("CustonerDB")
.collection("custoners").find({}).toArray();

}
Deploy the Express application separately to Google Cloud Run in your Google Cloud project. Atlas remains

managed in your MongoDB account. A successful test should retrieve the customer document inserted manually
in Data Explorer.

Final student checklist

Free cluster on Google Cloud (Atlas-managed)

CustomerDB database and customers collection created

At least one document inserted and visible

Node.js URI copied and stored securely

Previously exposed password rotated; app user has limited privileges
m Temporary IP access confirmed and its expiration understood

m Express connection tested; Cloud Run deployment is a separate step

Official documentation: MongoDB Atlas Free cluster | MongoDB Node.js driver | Google Cloud Run Node.js
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https://www.mongodb.com/docs/atlas/tutorial/deploy-free-tier-cluster/
https://www.mongodb.com/docs/drivers/node/current/
https://cloud.google.com/run/docs/quickstarts/build-and-deploy/deploy-nodejs-service


