CS 4020


Computing and Social Responsibility
Course Syllabus

Winter 2014 (1/7/14 to 3/18/14)
 T.TH, 2pm - 3:50pm - Room SC N112
Instructor

Name: Barbara Hecker, PhD
Primary Email: barbara.hecker@csueastbay.edu
Alternative Email: bhecker@acm.org
Cell Phone: (408) 429-9996
Office Hours: T.TH. 10am-12pm in Room SC N432
Course Description

This course will cover the social impact and ethical aspects of computing: responsibility of practicing professionals, effects on privacy, security, property rights of individuals and institutions, etc. Topics include system reliability, intellectual property computer crime, attacks on computer systems, and societal dependence on computers. he relevant issues will be approached from the point of view of the practicing computing professional, that is, one who has responsibility for building, maintaining, and deploying systems. For this reason students are expected to have some basic computer science competence in order to understand technical issues involved.
Learning Outcomes

Upon completion of this course, the student will be able to: 
1) Identify and articulate situations, reasons, problems, solutions in computer privacy and security.

2) Understand and use different theories and technologies for achieving computer security as well as their strengths and weaknesses.
3) Characterize the issues and controversies surrounding free speech, intellectual property, and fair use with respect to computers and the Internet.

4) Identify and articulate central ethical problems concerning equality, justice, and rights, and understand the role these play in personal and professional life.

5) Demonstrate an ability to apply ethical theories and values in personal and professional decision-making.

Required Materials

Base, Sara (2013) A Gift of Fire: Social, Legal, and Ethical Issues for Computing Technology, 4th Edition. Pearson. ISBN: 0132492679.
Weekly lecture notes at: http://www.mcs.csueastbay.edu/~bhecker
Optional: Hands-On Ethical Hacking and Network Defense by Michael T. Simpson.  Publisher: Course Technology. ISBN-10: 0619217081, ISBN-13: 978-0619217082. Available online: https://docs.google.com/file/d/0B5X_sb_En71GR0RCZjNHemdqZFU/edit?pli=1
Grading

	Programming Assignments 
	35%
	You will be assigned seven programming assignments throughout the quarter. Each assignment will be worth 5% of your course grade.


	Midterm Exam
	30% 
	There will be one midterm exam given about halfway through the course. A review sheet will be provided.

	Final Exam 
	35% 
	There will be one comprehensive final exam, which will count for 35% of your course grade. A review sheet will be provided.


Academic Dishonesty

Programs should be done without consultation with other students and you should not share your source code with others. Any program submitted that is essentially the same, as someone else’s will not be accepted.

Grading Formula

	A
	95 – 100
	C+
	77 – 79

	A-
	90 – 94
	C
	73 – 76

	B+
	87 – 89
	C-
	70 – 72

	B
	83 – 86
	D
	60 – 69

	B-
	80 – 82
	F
	59 or <


Course Schedule and Assignment Due Dates
	Week
	Topic
	Assignment
	Date

	1
	Chapter 1 Ethics 
Intro to Ethical Hacking
	
	Tues 1/7
Thurs 1/9

	2
	Chapter 2 Privacy
Computer Attacks
	
	Tues 1/14
Thurs 1/16

	3
	Chapter 3 Free Speech
Footprinting & Social Engineering
	Program – 1,

Due Thurs 1/23
	Tues 1/21
Thurs 1/23

	4
	Chapter 4 IP
Port Scanning
	Program – 2,

Due Thurs 1/30
	Tues 1/28
Thurs 1/30

	5
	Chapter 5 Crime
Enumeration
	Program – 3,

Due Thurs 2/6
	Tues 2/4
Thurs 2/6

	6
	Chapter 5 Crime
MS OS Vulnerabilities
	Midterm Exam in class, Thurs 2/13
	Tues 2/11
Thurs 2/13

	7
	Chapter 6 Work
Linux OS Vulnerabilities
	Program – 4,

Due Thurs 2/20
	Tues 2/18
Thurs 2/20

	8
	Chapter 7 Technology
Hacking Web Servers
	Program – 5,

Due Thurs 2/27
	Tues 2/25
Thurs 2/27

	9
	Chapter 8 Errors
Hacking Wireless Nets
	Program – 6,

Due Thurs 3/6
	Tues 3/4
Thurs 3/6

	10
	Chapter 9 Responsibility
Cryptography
	Program – 7,

Due Thurs 3/13
	Tues 3/11
Thurs 3/13

	
	Final Exam (2pm to 3:50pm)
	
	Tues 3/18
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