CS 4020 – Computing and Social Responsibility
Programming Assignment #7
Secure File Transfer Program
The goal of this assignment is to build your own simplified version of a secured client/server file transfer program. You can use any programming language for this assignment. The easiest approach might be to use client server sockets to create a TCP connection in C/C++ or Java. Your client server programs must do the following:
· Handshake Phase - The client and server send encrypted messages to each other to establish and maintain the connection. 

· Data Phase - Securely transfer a file from the server to client. Decrypt the file at the client and do a difference check of the original and the decrypted file to ensure that the secure file transfer was successful.
Answer the following questions (in a paragraph or two) in the body of the email when you submit the assignment or in a separate MS Word file:

· What security measures did you use?
· How secure is your implementation? (It doesn’t matter how secure it is for your grade. This is just your observation in how difficult it can be to exchange information securely these days.)

· How can someone break into your server and receive the file or receive the file without actually connecting as a client?

What to Hand In:

Email your source code files to barbara.hecker@csueastbay.edu with the subject line of [your last name] + “Prog7” 

