
Assignment 4: Using Adeona to Track a Computer

What You Need for This Project
· Any computer you have Administrator privileges on - Linux, Mac OS X, Windows XP, etc.  You cannot do this project all in one sitting.  You have to pause for at least an hour between the two portions.

What is Adeona?
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Adeona is software that runs on your computer and reports its IP address back to a distributed storage service on a regular basis.  That way, if your computer is stolen, and the thief connects it to the Internet, you can locate it.

Installing Adeona

1. Open a Web browser and go to adeona.cs.washington.edu
2. From the blue bar near the top of the page, click Downloads.

3. Download the appropriate version and install it with the default options. 
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Initializing the Adeona cli (
Choose a password

o protect your location finding credentials, please pick a password for Adeona. It does not
need to be the same as your login password.

‘Adeona password:

Please re-enter your Adeona
password for verification:




In the final screen, you must select a password.  Use a password of your choice to maintain your privacy.
5. When the installer is done, you will see a "Setup complete" box, as shown to the right on this page.
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Setup complete
Remember to backup your owner credentials.

IMPORTANT: Please don't forget to make a backup copy of your location-finding
credentials,

adeona-retrievecredentials.ost

A copy has been created on your Desktop. You can simply e-mail t to yourself, put it in a
USB Memory Stick o, even write down the contents on a piece of paper since the contents
have been protected by the password you gave during the installation process.

NOTE: Adeona has pseudorandomly scheduled updates and there may not be any location
information stored in OpenDHT yet. Please wait about 1 hour before trying to do a retrieval.

For questions, comments and suggestions,please vist our website at
http://adeona. cs.washington.edu/ contact.html

Thank you for using Adeonat

Hullsoft Instll System v2.37
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Capturing a Screen Image
6. Make sure the "Setup complete" box is visible.

7. Press the PrintScrn key in the upper-right portion of the keyboard.  

8. Click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  

9. In the untitled - Paint window, click File, Save.  Select a Save as type of JPEG.  Save the document with the filename Your Name. 

Stop and Wait 

10. It will take some time before Adeona records your machine's location, so you should wait at least an hour before doing the next section.

Retrieving your Machine's Location

11. Click Start, "All Programs", "Adeona", "Run Adeona Recovery".

12. In the "Welcome to the Adeona Recovery Wizard" box, click Next.

13. In the Open box, click the Open button.

14. In the "When do you want to search?" box, accept the default (from two days ago until now) and click Next.
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16. In the "Please enter your Adeona password" box, enter your password and click Next.

17. In the "Clicking next will launch the recovery program" box, click Next.

18. A Command Prompt window opens, showing the progress of Adeona as it hunts through update replicas.  After a few minutes, it should find a update replica, and show a list of Nearby routers, as shown to the right on this page.
Capturing a Screen Image
19. Make sure the list of "Nearby routers" box is visible.

20. Press the PrintScrn key in the upper-right portion of the keyboard.  

21. Click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  

22. In the untitled - Paint window, click File, Save.  Select a Save as type of JPEG.  Save the document with the filename Your Name. 

WARNING: If you receive a bad password error, the server is probably not working. Do not worry if the recovery does not work. This will not affect your grade. 

NOTE: There are several other programs that do the same thing as this one. You might try: http://preyproject.com/ or another one. Most have a fee for the storage account. There are also some other open source utilities. Only experiment with other utilities if you want. For the purposes of this assignment, you only need to experiment with Adeona. It doesn’t need to actually work. A simple screen shot of the program install will work as proof that you tried it out.
Part II:  Write a couple of paragraphs about what this program is doing. Make sure to address these points:

a. How do programs like Adeona work?
b. What information is being tracked?

c. Where is the information being stored?

d. What security problems might be associated with this type of utility?
Turning in your Project

· Email the JPEG images to me as attachments to one e-mail message to barbara.hecker@csueastbay.edu with the subject line of [your last name] + “Prog4.” Put your Part II discussion in the body of the email message or in an MS Word file attachment.
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