CS 230

Computing and Social Responsibility
Course Syllabus

Spring 2019 (1/23/19 to 5/15/19)
 Mon & Wed, 12:30 - 1:45pm - Room SC N112
Instructor

Name: Barbara Hecker, PhD

Email: barbara.hecker@csueastbay.edu
Cell Phone: (408) 429-9996

Office: SC N156 Hours: M/W 9:30-11:00, Tu/Th 11-12noon 

Course Description

This course will cover the social impact and ethical aspects of computing: responsibility of practicing professionals, effects on information privacy, security, property rights of individuals and institutions, social networking, net neutrality, workforce displacement, the digital divide, societal dependence on computing and cyber ethics. The relevant issues will be approached from the point of view of the practicing computing professional, that is, one who has responsibility for building, maintaining, and deploying systems. 

Prerequisites: None.
Course Credit: 3 units
Learning Outcomes

Upon completion of this course, the student will be able to: 

1. Identify professional, ethical, legal, and security issues and responsibilities and the impact of computing on individuals, organizations, and society. Perform successfully on teams to accomplish a common goal, and communicate effectively in written and oral form

2. The student will study the values and problems that drive both the computing industry, its personnel and every day participants in their decisions and social mores as it pertains to or involves computing.

3. Demonstrate skills in writing and presentation of original material.

4. Critique, review and analyze other students work.

Optional Materials

Base, Sara (2013) A Gift of Fire: Social, Legal, and Ethical Issues for Computing Technology, 4th Edition. Pearson. ISBN: 0132492679.
Weekly lecture notes at: http://www.mcs.csueastbay.edu/~bhecker
Grading

	Programming Assignments 
	35%
	You will be assigned seven programming assignments throughout the quarter. Each assignment will be worth 5% of your course grade.



	Midterm Exam
	30% 
	There will be one midterm exam given about halfway through the course. A review sheet will be provided.

	Final Exam 
	35% 
	There will be one comprehensive final exam, which will count for 35% of your course grade. A review sheet will be provided.


Academic Dishonesty

By enrolling in this class, the student agrees to uphold the standards of academic integrity described in the catalog at http://www.csueastbay.edu/ecat/current/i-120grading.html#section12
Although collaborate study and dialogue are encouraged, students are expected to author solutions entirely on their own.
Grading Formula
	A
	95 – 100
	C+
	77 – 79

	A-
	90 – 94
	C
	73 – 76

	B+
	87 – 89
	C-
	70 – 72

	B
	83 – 86
	D
	60 – 69

	B-
	80 – 82
	F
	59 or <


Late Policy

If you are going to be late with an assignment, please notify the instructor prior to the assignment due date. Exceptions to due dates can be made per instructor approval before the posted due date.

Assignments will not be accepted after the last day of class (Wednesday, 5/8/19).
Course Schedule and Assignment Due Dates
	Week
	Topic
	Assignment
	Date

	1
	Chapter 1 Ethics
Intro to Ethical Hacking

and the Legal Aspect of Ethical Hacking
	Week 1 Reading
	Wed 1/23

	2
	Chapter 2 Privacy

Internet Privacy Issues
Concepts and aspects of the TCP/IP protocol, including each of the four layers of the protocol stack: Application, Transport, Internet, and Network.


	Week 2 Reading
	Mon 1/28
Wed 1/30

	3
	Chapter 2 Privacy

Network Attacks

IP addressing schemes and how they relate to TCP/IP Protocol and Security

	Program – 1,

Due Wed 2/6
Week 3 Reading
	Mon 2/4
Wed 2/6

	4
	Computer Attacks
Network Crimes

Different types of malicious software. Viruses, Trojan horses, and Worms; Different types of Malware and Network Attacks


	Program – 2,

Due Wed 2/13
Week 4 Reading
	Mon 2/11
Wed 2/13

	5
	Chapter 3 Free Speech

Footprinting & Social Engineering


	Program – 3,

Due Wed 2/20
Week 5 Reading
	Mon 2/18
Wed 2/20

	6
	Chapter 4 Intellectual Property (IP)
Port Scanning
Different types of Port Scanning and various tools used for Port Scanning


	Week 6 Reading
	Mon 2/25
Wed 2/27

	7
	Chapter 5 Crime

Enumeration
How to enumerate systems; obtain information about users, passwords, and shared resources


	Midterm Exam

In class 3/6

	Mon 3/4
Wed 3/6

	8
	Chapter 5 Crime

Internet Computer Crimes
Identify vulnerabilities in Embedded Operating Systems


	Program – 4,

Due Wed 3/13
Week 8 Reading
	Mon 3/11
Wed 3/13

	9
	Chapter 6 Work

Ethics in the Work Environment
Disclosing Vulnerabilities in the Work Environment

	Week 9 Reading
	Mon 3/18
Wed 3/20

	10
	Chapter 6 Work
Human Resources
	Program – 5,

Due Wed 3/27

	Mon 3/25
Wed 3/27

	
	Spring Break
	No Class
	April 1-5

	11
	Chapter 7 Technology

Compliance and Regulations


	Week 11 Reading
	Mon 4/8

Wed 4/10

	12
	Chapter 7 Technology
Hacking Web Servers

Web Applications and their Vulnerabilities


	Week 12 Reading
	Mon 4/15

Wed 4/17

	13
	Chapter 8 Errors
Internet of Things

Protecting Connected Devices and Networks in the Internet of Things


	Week 13 Reading
Program – 6,

Due Wed 4/24

	Mon 4/22

Wed 4/24

	14
	Chapter 8 Errors

Security Devices

Intrusion Detection Systems and Intrusion Prevention Systems and their role in network defense, and the concept of honeypots and how they can be used to better understand the techniques of hackers


	Program – 7,

Due Wed 5/1
Week 14 Reading
	Mon 4/29

Wed 5/1

	15
	Chapter 9 Responsibility

Cryptography

NO assignments will be accepted past Wednesday, 5/8


	
	Mon 5/6

Wed 5/8

	
	Final Exam Week
	Final Exam
	May 13–15


Other Policies

· Information on what to do in an emergency situation (earthquake, electrical outage, fire, extreme heat, severe storm, hazardous materials, terrorist attack) may be found at: http://www.aba.csueastbay.edu/EHS/emergency_mgnt.htm. Please be familiar with these procedures. Information on this page is updated as required. Please review the information on a regular basis.

· If you have a documented disability and wish to discuss academic accommodations, or if you would need assistance in the event of an emergency evacuation, please contact me as soon as possible. Students with disabilities needing accommodation should speak with the Accessibility Services.

· Title IX and CSU policy prohibit discrimination, harassment and retaliation, including Sex Discrimination, Sexual Harassment or Sexual Violence.  CSUEB encourages anyone experiencing such behavior to report their concerns immediately.  CSUEB has both confidential and non-confidential resources and reporting options available to you.  Non-confidential resources include faculty and staff, who are required to report all incidents and thus cannot promise confidentiality.  Faculty and staff must provide the campus Title IX coordinator and or the DHR Administrator with relevant details such as the names of those involved in an incident. For confidential services, contact the Confidential Advocate at 510-885-3700 or go to the Student Health and Counseling Center. For 24-hour crisis services call the BAWAR hotline at 510-845-7273. For more information about policies and resources or reporting options, please visit the following websites:
· http://www.csueastbay.edu/af/departments/risk-management/investigations/registercomplaints.html
· www.csueastbay.edu/titleix
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