CS 230

Computing and Social Responsibility
Course Syllabus

Fall 2019 (8/26/19 to 12/14/19)
 Mondays 9:30-10:45 am, South Science - Room S204
Instructor

Name: Barbara Hecker, PhD

Email: barbara.hecker@csueastbay.edu
Cell Phone: (408) 429-9996

Office: SC N156 Hours: Tu 11-1, Wed 9:30-11:00, Th 11-12:30
Course Description

This course will cover the social impact and ethical aspects of computing: responsibility of practicing professionals, effects on information privacy, security, property rights of individuals and institutions, social networking, net neutrality, workforce displacement, the digital divide, societal dependence on computing and cyber ethics. The relevant issues will be approached from the point of view of the practicing computing professional, that is, one who has responsibility for building, maintaining, and deploying systems. 

Prerequisites: None.
Course Credit: 3 units

Hybrid Class

This is a hybrid class that meets once a week on Mondays. There will be an in-class midterm and final exam (see weekly schedule). You will be assigned a significant amount of outside of class meetings work to be completed on your own (see assignments in schedule). All readings, activities, assignments and term project requirements and expectations will be discussed in class.
Learning Outcomes

Upon completion of this course, the student will be able to: 

1. Identify professional, ethical, legal, and security issues and responsibilities and the impact of computing on individuals, organizations, and society. Perform successfully on teams to accomplish a common goal, and communicate effectively in written and oral form

2. The student will study the values and problems that drive both the computing industry, its personnel and every day participants in their decisions and social mores as it pertains to or involves computing.

3. Demonstrate skills in writing and presentation of original material.

4. Critique, review and analyze other students work.

Required Materials

Base, Sara (2013) A Gift of Fire: Social, Legal, and Ethical Issues for Computing Technology, 4th Edition. Pearson. ISBN: 0132492679.
or
Base, Sara (2018) A Gift of Fire: Social, Legal, and Ethical Issues for Computing Technology, 5th Edition. Pearson. ISBN: 9780134615271
Lecture notes at: http://borg.csueastbay.edu/~bhecker/
Grading

	Exploration Assignments 
	21%
	You will be assigned seven exploration assignments throughout the quarter. Each assignment will be worth 3% of your course grade. These exploration assignments involve activities that will have you explore concepts, theories and tools.

	Term Paper
	29%
	You will submit a term paper at the end of the class that will be worth 29% of your course grade. This will be a formal academic paper. See instructions below.

	Midterm Exam
	25% 
	There will be one midterm exam given about halfway through the course which will count for 25% of your course grade. This will be a closed notes and book midterm.

	Final Exam 
	25% 
	There will be one comprehensive final exam, which will count for 25% of your course grade. The final exam will be given during the final exam week. This is exam is also closed book and notes.


Academic Dishonesty
By enrolling in this class, the student agrees to uphold the standards of academic integrity described in the catalog at http://www.csueastbay.edu/ecat/current/i-120grading.html#section12. Although collaborate study and dialogue are encouraged, students are expected to author solutions entirely on their own.
Grading Formula
	A
	95 – 100
	C+
	77 – 79

	A-
	90 – 94
	C
	73 – 76

	B+
	87 – 89
	C-
	70 – 72

	B
	83 – 86
	D
	60 – 69

	B-
	80 – 82
	F
	59 or <


Late Policy

If you are going to be late with an assignment, please notify the instructor prior to the assignment due date. Exceptions to due dates can be made per instructor approval before the posted due date.
Assignments will NOT be accepted after the last day of class (Mon, 12/2/19).

Course Schedule and Assignment Due Dates
	Week
	Topic
	Assignment
	Date

	1
	Chapter 1 Ethics
Intro to Ethical Hacking

and the Legal Aspect of Ethical Hacking
	Week 1 Reading
	Mon 8/26

	2
	Chapter 2 Privacy

Internet Privacy Issues
Concepts and aspects of the TCP/IP protocol, including each of the four layers of the protocol stack: Application, Transport, Internet, and Network.
	Week 2 Reading
	Mon 8/26

	
	Labor Day Holiday
	No Class
	Mon 9/2

	3
	Network Attacks

IP addressing schemes and how they relate to TCP/IP Protocol and Security
Computer Attacks
Network Crimes

Different types of malicious software. Viruses, Trojan horses, and Worms; Different types of Malware and Network Attacks


	Week 3 Reading
Assignment – 1,

Due Mon 9/9

	Mon 9/9

	4
	Chapter 3 Free Speech

Footprinting & Social Engineering


	Term Paper

Topic Statement,

Due Mon 9/16
Week 4 Reading

	Mon 9/16

	5
	Chapter 4 Intellectual Property (IP)
Port Scanning
Different types of Port Scanning and various tools used for Port Scanning


	Assignment – 2,

Due Mon 9/23
Week 5 Reading
	Mon 9/23

	6
	Chapter 5 Crime

Enumeration
How to enumerate systems; obtain information about users, passwords, and shared resources


	Midterm Exam

In class Mon 9/30

	Mon 9/30

	7
	Chapter 5 Crime

Internet Computer Crimes
Identify vulnerabilities in Embedded Operating Systems


	Week 7 Reading
Assignment – 3,

Due Mon 10/7
	Mon 10/7

	8
	Chapter 6 Work

Ethics in the Work Environment
Disclosing Vulnerabilities in the Work Environment

	Week 8 Reading
Assignment – 4,

Due Mon 10/14

	Mon 10/14

	9
	Chapter 6 Work
Human Resources
	
	Mon 10/21

	10
	Chapter 7 Technology

Compliance and Regulations


	Week 10 Reading
Assignment – 5,

Due Mon 10/28

	Mon 10/28

	11
	Chapter 7 Technology
Hacking Web Servers

Web Applications and their Vulnerabilities


	Week 11 Reading
	Mon 11/4

	12
	Chapter 8 Errors
Internet of Things

Protecting Connected Devices and Networks in the Internet of Things


	Week 12 Reading
Assignment – 6,

Due Mon 11/11

	Mon 11/11

	13
	Chapter 8 Errors

Security Devices

Intrusion Detection Systems and Intrusion Prevention Systems and their role in network defense, and the concept of honeypots and how they can be used to better understand the techniques of hackers


	Week 13 Reading
Assignment – 7,

Due Mon 11/18

	Mon 11/18

	
	Thanksgiving Holiday Recess
	No Class
	Nov 25 to 29

	14
	Chapter 9 Responsibility

Cryptography

NO assignments will be accepted past Monday 12/2

	Term Paper,
Final Paper
Due Mon 12/2

	Mon 12/2

	15
	Final Exam Week
	12/9 to 12/14
	TBA


Term Paper Description
Your term paper should be on a topic related to this course. You get to decide which topic. This course covers the social impact and ethical aspects of computing: responsibility of practicing professionals, effects on information privacy, security, property rights of individuals and institutions, social networking, net neutrality, workforce displacement, the digital divide, and societal dependence on computing and cyber ethics.

In this course, we have had readings, discussions, activities, and assignments related to ethical frameworks, professional codes of conduct, privacy, intellectual property, freedom of speech/expression, and risks/failures of computing systems. 
Other related topics include computer-related crime, computer/network security, globalization, and evaluation and control of the impacts of computing (and communication) technologies on the current and future workplace, economy, and society in general.
Paper Options 

The term paper can take one of two forms:
1. An ethical/social analysis of a topic related to this course

2. A "book report" on a (serious, significant) book related to a topic in this course 

1. Ethical/Social Analysis Option

For the ethical/social analysis option, you need to use the Ethical Analysis Framework (Chapter 9 of the class textbook), which involves the following steps:

1. Identify the relevant facts (past/future, known/concluded).
a. Provide a comprehensive list of facts that are or may be relevant. 

2. Identify the possible policies 
a. Generate a broad set of reasonable alternative policies. (Think broadly) 

b. Who is making the decisions? 

c. Who are the stakeholders affected by the policies? 

3. Analyze each policy
a. Impartially consider each policy from a deontological and consequential point of view. 

b. Does the policy pass the tests of fairness and justice? Are some individuals deprived of their rights at the expense of others? Does it make a reasonable universal policy? 
c. Reject any policies that are prima facie excessively unethical, unfair, or unjust. 

4. Identify the principles and values
a. What are the goods to be protected or the rights of the individuals involved? 
5. Identify the consequences (known or potential, positive and negative)
a. Consider the consequences of each policy, with respect to each group of stakeholders.

6. Identify the applicable laws
a. Do they require or prohibit any actions by the individuals involved?
7. Identify and analyze the tradeoffs
a. Consider each policy with respect to principles that are in conflict. 

b. Analyze the “goodness/harm ratio” – how much positive benefit is created for how many people, relative to the negative consequences?
8. Analyze the ethical issues with respect to the laws
a. Are the relevant laws consistent or inconsistent with the ethical tradeoffs? 
9. Analyze the ethical issues with respect to the relevant professional code(s) of ethics
a. Is the professional code consistent or inconsistent with the ethical tradeoffs? 

10. Draw and justify a conclusion
a. What action should be taken, based on the policy that is the most ethical (most fair/just/happiness - maximizing) of the available options? 

b. If this action is inconsistent with the applicable laws, then your conclusion may include a recommendation that the law should be changed. 

11. Write a cogent summary of your analysis and reasoning
a. The written analysis all of the information that you collected/created during the first ten steps of the process. 

Ethical/Social Analysis Option: Specific Instructions

Select a topic relevant to this class, identify the related issues or ethical questions, and analyze the ethical, social, economic, and/or legal aspects of these issues. You should identify at least one ethical question to which you will apply the 11 steps of the ethical analysis framework, analyzing possible policies, identifying stakeholders and consequences, and drawing and supporting a conclusion. Try to look at the issues from multiple perspectives and include one or more specific cases or incidents related to the issue.
The paper should not be just a list of questions and answers. It should, in general, be in a narrative form with a clear thesis and flowing sentences and paragraphs. 
2. Book Report Option

For the book report option, choose an important/notable book about a topic or issue that is relevant to the course. Your book report should summarize and discuss the key themes and issues discussed in the book, focusing on the social and ethical issues that are raised. While you do not need to use the Ethical Analysis Framework step by step, you may find it useful in identifying and discussing the relevant issues and ethical questions.
Both Options: Length 

The target length for the term paper, not including cover page or bibliography, is 8-12 pages, double-spaced, in 11 or 12-point font with usual margins sizes. This will be approximately 3000 words. You should follow the APA writing style format for your paper. You should choose a topic you can cover in sufficient depth in that length. Do not pad the paper just to make it longer or skimp on the details if the topic is too big.
Both Options: Topic Statement

The topic statement is a short summary of your intended topic area (the topic, the main issues, and specific cases/incidents if you have identified some) or book (title, author, topic, some general explanation of why you chose it and how it is relevant for the class). The topic paragraph is just meant to be a single short paragraph, but of course, you are free to write more if you wish. See the class schedule for when this part of the project is due.
Both Options: Paper Organization 

Since this is a fairly long paper, it should be organized into sections the way that a scientific paper or longer magazine article would be, with section titles (and subsections if appropriate) that help the reader to follow the flow of the paper and identify the main sections.
You are each choosing your own book or topic and your own emphases and perspectives. Choose an appropriate organization. Your submission should have no spelling, punctuation, or formatting errors. 

Both Options: References 

Research papers should include a set of references (material that you used as you were researching the topic and that has influenced what you wrote, whether or not you are citing it specifically as a source). Book reports do not require references, but you may end up doing some outside research on claims or issues discussed in the book, and in this case, you should include the references you used.
Use mostly "solid" or "establishment" sources. These include books, peer-reviewed technical articles in academic journals, newspaper or magazine articles in an “establishment” publication (i.e., a professional print publication, not an online blog or open-source website), or professional organization website (such as the American Medical Association or the American Meteorological Society). (It’s fine to access these sources online, in the library electronic collections, Google Books, or wherever you are able to find them.) Most of your sources should be these kinds of references, but you may also include what I would call “informal” sources in your references if you have used them for background or to help you research the topic. Examples of “informal” sources include Wikipedia, company websites, informational sites like AAAI Topics, or respectable blogs like Blown to Bits. (Do not include any “junk” sources like answers.yahoo.com, clearly unfiltered/stream-of-consciousness blogs, or obviously promotional/commercial websites.)
Your bibliography should be neatly and consistently formatted, single-spaced (with blank lines between sources) using a consistent style (APA is a good choice). Use any standard format you wish for the citations and bibliography but be consistent! 
Both Options: Academic Integrity 

As noted above in the syllabus, this course follows the CSUEB Academic Integrity Policy. This policy applies to the term paper, topic statement, and any other items you submit. All writing that you submit should be your own, other than clearly delineated quotes with proper citations. Heavy use of quotes very often reflects a lack of independent thinking, so you should use quotes judiciously and only when you need to capture exactly what another author said.
Other Policies

· Information on what to do in an emergency situation (earthquake, electrical outage, fire, extreme heat, severe storm, hazardous materials, terrorist attack) may be found at: http://www.aba.csueastbay.edu/EHS/emergency_mgnt.htm. Please be familiar with these procedures. Information on this page is updated as required. Please review the information on a regular basis.

· If you have a documented disability and wish to discuss academic accommodations, or if you would need assistance in the event of an emergency evacuation, please contact me as soon as possible. Students with disabilities needing accommodation should speak with the Accessibility Services.

· Title IX and CSU policy prohibit discrimination, harassment and retaliation, including Sex Discrimination, Sexual Harassment or Sexual Violence.  CSUEB encourages anyone experiencing such behavior to report their concerns immediately.  CSUEB has both confidential and non-confidential resources and reporting options available to you.  Non-confidential resources include faculty and staff, who are required to report all incidents and thus cannot promise confidentiality.  Faculty and staff must provide the campus Title IX coordinator and or the DHR Administrator with relevant details such as the names of those involved in an incident. For confidential services, contact the Confidential Advocate at 510-885-3700 or go to the Student Health and Counseling Center. For 24-hour crisis services call the BAWAR hotline at 510-845-7273. For more information about policies and resources or reporting options, please visit the following websites:
· http://www.csueastbay.edu/af/departments/risk-management/investigations/registercomplaints.html
· www.csueastbay.edu/titleix
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