[bookmark: _GoBack]Installing Kali Linux:
Kali Linux is an open source project that is maintained and funded by Offensive Security, a provider of world-class information security training and penetration testing services. In addition to Kali Linux, Offensive Security also maintains the Exploit Database and the free online course, Metasploit Unleashed.

1- Go to the link http://www.kali.org/downloads/ 
2- Download a proper version of the kali Linux image (based on your “system type”, if it is 32 bit or 64 bit, for example for 64 bit OS you can download Kali Linux 64 bit ISO (to find the type of the system: right click on the computer icon in your desktop or in the start menu and go to the properties tab and read the system type there).
3- Then you can write this ISO file to a cd or DVD or flash memory and use it or you can put it in the VMWare like below.
4- For running Kali Linux in the VMware, go to the start and type VMware Workstation and open that.
5- Go to the file-> new virtual machine to install the Kali Linux through this wizard. 
6- Install the Kali Linux and select it from the list at the left side of the page and power it on.
7- Type the user name and password (ex. User: root Pass: toor).
8- Go to the application->Kali Linux to see all the penetration testing tools there.

Maltego 
Maltego is an open source intelligence and forensics application. It will offer you gathering of information as well as the representation of this information in an easy to understand format [1].

1- Go to the Applications -> Kali Linux -> top 10 security tools -> maltego, or open a command line terminal and type maltego.
2- If it is your first time you want to run this program, you should register to this program by using an email address and then login to the program using this email address and the password that you set before.
3- Go to the menu tab (a circle at the top left corner of the page) and select new.
4-from the palette menu (at the left side of the page), select domain and drag and drop it to the middle of the page.
5- Type the domain name in the property view of the domain (at the right side). For example type google.com there.
6- Right click on the domain. Choose Run Transform-> all transforms-> to website DNS
7- Right click on one of the websites and choose Run Transform-> all transforms-> ToServerTechnologiesWebsite.
8- Right click on one of the websites and choose Run Transform-> all transforms-> To IP Address.
9- Right click on one of the IP address and choose Run Transform-> all transforms->Net block using Whois.
10- Right click on one of the net block and choose Run Transform-> all transforms-> toLocationCountryNetblock.
11- Right click on one of the websites and choose Run Transform-> all transforms-> Mirror: email addresses found
Whois Service:
WHOIS is a query and response protocol that is widely used for querying databases that store the registered users or assignees of an Internet resource, such as a domain name, an IP address block, or an autonomous system, but is also used for a wider range of other information. The protocol stores and delivers database content in a human-readable format [1]
1- Open a command line terminal in Kali Linux and type whois <target> for example: whois google.com
2- Type ping yahoo.com and find the IP address of yahoo.
3-type whois <yahoo IP address>
4- Go to the link  http://www.iana.org/whois and type google.com
5- Go to the link http://www.whois.net/  and type google.com
Vega:
Vega is a free and open source scanner and testing platform to test the security of web applications. Vega can help you find and validate SQL Injection, Cross-Site Scripting (XSS), inadvertently disclosed sensitive information, and other vulnerabilities. It is written in Java, GUI based, and runs on Linux, OS X, and Windows [3].

1- In the Kali Linux go to the Applications -> Kali Linux -> Web Applications -> web crawlers -> Vega, or Open a command line terminal in Kali Linux and type vega.
2- Go to the link https://subgraph.com/vega/download/index.en.html  to download Vega. 
3- Install the Vega tool and run it.
4- Go to the scan tab -> start new scan.
5- Type http://www.ebay.com/ to find this website vulnerability.
Hydra
Hydra is a Password Cracking Tool. It is suitable for brute force attacks.
Finding a username and password of a website
1- Go the the website: http://www.sunstudiophotography.com/
2- Type /hackme at the end of the website URL address (for going to this part of the site you need to have a username and password).
3- Download a  library of usernames and a library of passwords through the internet or use some tools such as key generator tools  to produce a list of username and password ( now you have 2 files, one of the consists of a list of usernames and the other one consists of a list of passwords.)
4- Go to the command line terminal and type this: 
hydra <website> -L <userlist> -P <wordlist> -V -f http-get /<sub dir>
for example:
hydra www.sunstudiophotography.com -L /root/Desktop/userlist.txt  -P /root/Desktop/wordlist.txt -V -f http-get /hackme
5- You find the username and password of this web site
6- Login to the website using the username: guest and password: password [4]
Finding Gmail password
1- Go to the Applications -> Kali Linux -> Password Attacks -> Online Attacks -> hydra-gtk
2- Set:
In the target tab:
· Single Target: smtp.gmail.gom
· Port: 465
· Protocol: smtp
· Use SSL should be selected
· Show Attempts should be selected
In the passwords tab:
· Username: el.sec.test.2014@gmail.com
· Password list: browse and choose the password file
· Try login as password should be selected.
Click start in the start tab.
3- Hydra for finding gmail password:11111111q
4- Or you can go to the command line terminal and type:
hydra -S -l el.sec.test.2014@gmail.com -P /root/Desktop/pass4.txt -V -s 465 smtp.gmail.com smtp
Or type:
hydra -s 465 -S -V -l el.sec.test.2014@gmail.com -P/root/Desktop/pass4.txt -e s -t 36 -w 36 smtp.gmail.com smtp 
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