CS 230 – Computing and Social Responsibility
Data Encryption - Assignment #6
Part 1: Issues
Classify each of the following acts as a violation of confidentiality, of data integrity, source integrity, or availability, or some combination thereof:

a) A hacker obtains millions of Yahoo passwords. 

b) Anthony accidentally cuts the electricity from the server room. 

c) The NSA finds an efficient method to break AES. 

d) Anna registers the domain name, “JohnSmith.com” and refuses to let John Smith buy or use the domain name. 

e) Some malware encrypts the victim’s hard drive with a secret key and a criminal asks for a ransom to decrypt it. 

f) The NSA wiretaps the cell phone of a suspect in a criminal investigation. 

g) A foreign state actor finds a zero-day vulnerability for voting machines used in the US. 

Hint: Answers may vary. Explain the reasoning of your answers.

Part 2: Data Encryption
1. The Shift Cipher (also known as Caesar’s cipher) is a very simple symmetric encryption scheme. The secret key is a random integer k in the range {0, 1, . . . , 25}. Then, to encrypt a certain text, we map each letter x ∈ {A, B, ..., Z} to a new letter by moving k steps ahead in the alphabetical order, and possibly wrapping around if we reach the end of the alphabet. E.g., if k = 2, A is mapped to C, and Z is mapped to B, etc. 

The ciphertext:

KHAQWVTACPFVCMGCECVCRCTVVQUGGJQYKVYQTMUVJGHKTUVVJKPIAQWJCXGQPAQWTJCPFUKUCPQPYQTMKPIECV

has been encrypted using the Shift Cipher – find the corresponding plaintext! You can use an internet tool, such as: https://www.dcode.fr/caesar-cipher Explain how the encryption is working.
2. Research, find and use a better (different from the simple Shift Cipher) encryption technique to encrypt a string of your choice. You can use an internet solver to encrypt your string as well. List your original, text string and the encrypted version of it. Briefly describe why this encryption technique is better than the simple shift cipher you used in question 1. What makes the encryption stronger or harder to crack? Briefly describe how your chosen encryption technique work?
What to Hand In:

Email your assignment to barbara.hecker@csueastbay.edu with the subject line of [your last name] + “Assign6” 

