
Assignment 3: Monitoring data with a Packet Sniffer

What You Need for This Project
· A trusted computer running any version of Windows, with Internet access. You can also use a MAC computer running OSX.  You need administrator privileges.  This can be either a real or virtual machine.  

Packet Sniffing and Switched Ethernet

· This will only work on a non-switched network – that is, an Ethernet network using a hub.  This attack can be done on a switched network, but you need to trick the switch with ARP poisoning, or another technique. 
· The defect of non-switched Ethernet that we will exploit here is that every packet is sent to every device on the hub, so your computer is able to read what other computers send and receive.  Most wired networks are now switched, but wireless networks naturally send signals to every computer nearby, so this sort of attack works well for them. 

Installing the Wireshark Packet Sniffer

1. Use your trusted virtual machine.

2. Open a Web browser and go to WireShark.org or (https://www.wireshark.org/#download)
3. Download and install the latest version of Wireshark (Free version).
Starting a Capture in Promiscuous Mode
1. Open your Internet browser.

2. Clear your browser cache.

3. Open Wireshark

4. Click on "Capture > Interfaces". A pop up window will show up. On a Mac, “Wireshark > Preferences > Capture”
5. You probably want to capture traffic that goes through your Ethernet or Wifi driver. Click on the Start button to start capturing traffic via this interface. On a Mac, click on the driver in the “Default Interface” window.
6. Make sure Promiscuous Mode is selected.
7. Visit the URL that you want to capture the traffic from. This must be an unencrypted website. Try something using php. For example, this one will work: http://www.bhecker.com/chat/
8. Log in using an alias and play around with the chat or perform some operations on the website.
9. Go back to your Wireshark screen and stop capturing.
10. Click on HTTP in the Protocol window of Wireshark and see the unencrypted text that is flowing back and forth between you and the server you were accessing using your web browser.
11. Take a screenshot of your results to show that you were able to do this.
Note:  If you are using HTTPS, please disable it in your test environment so Wireshark can be used.
Note: Wireshark cannot sniff traffic within the same machine (localhost) on Windows. If you need to sniff local traffic on Windows, try Fiddler.
Part II:  Write a 1-page report about insecure web browsing and packet sniffing. Make sure to address these points:

a. What makes programs written in PHP insecure?

b. How can you tell if you are browsing an insecure website?

c. What kind of information can a hacker get from a good packet sniffer program?

d. How could packet sniffing be used in a good way or positive benefits?
Turning in your Project

· Email the JPEG images to me as attachments to one e-mail message to barbara.hecker@csueastbay.edu with the subject line of [your last name] + “Assign3.”
· Put your Part II discussion in the body of the email message or in an MS Word file attachment.
LEGAL WARNING!


Use only machines you own, or machines you have permission to hack into.  Hacking into machines without permission is a crime!  Don’t do it!  If you do illegal things, you may be arrested and go to jail, and I will be unable to save you.  These instructions are intended to train computer security professionals, not to help criminals.
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